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Sign = to the AWS Management Console Create an AWS Account
amazpn Search: Entire Site v ~

AWS Products Developers Community Support Account
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Getting Started ~

To start using Amazon EC2 you will want to launch a virtual server,
known as an Amazon EC2 instance.
» Instances

» Spot Requests ‘ Launch Instance

MAGES

» AMIs
» Bundle Tasks

e e e Service Health =

» Volumes

s Current Status Details
> Snapshots

a Amazon EC2 (US West - N. California) Service is operating normally

e A oo Bt mibe View complete service health details
» Security Groups

» Placement Groups

> Elastic IPs
ljteijatsHddy 98 tOLHjdz "Community AMIs". 1 Bdzdy0O02h ]
m¢ts ch Fiodtotso OddkOfn IsAViB 8 Q1B o dtols iz O dzgides 2 Is dgéf ' dhdz'
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Request Instances Wizard Cancel %

HOOSE AN AM

Choose an Amazon Machine image (AMIRE one of the tabbed ksts below by clicking its Select button
CUEE Tl My AMIs || Community AMs
Basic 32-bit Amazon Linux AMI 2010.11.1 Beta (AMI] Id: ami-65530320) 2
s Amazon Linux AMI Base 2010.11.1, EBS boot, 32-bit architecture with . SiJ
WEE®  Amazon EC2 AMI Tools. Py |iSckct Sa
Rool Device Size: 8 GB
Basic 64-bit Amazon Linux AMI 2010.11.1 Beta (AMI Id: anmu-595a0a1¢) :
Amazon Linux AMI Base 2010.11.1, EBS boot, 64-bit architecture with e D .
¥ e  Amazon EC2 AMI Tools. —a L
Root Device Size: 8 GB
SUSE Linux Enterprise Server 11 32-bit (AMI 1d: ami-d01b4b95)
SUSE Linux Enterprise Server 11 Service Pack 1 basic install, EBS boot, 32-bit
Diarim®  architecture with Amazon EC2 AMI Tools preinstalled; Apache 2.2, MySQL | Select 44
5.0, PHP 5.3, Ruby 1.8.7, and Rails 2.3.
Root Device Size: 15 GB
SUSE Linux Enterprise Server 11 64-bit (AMI [d: ami-dc1b4b99)
SUSE Linux Enterprise Server 11 Service Pack 1 basic install, EBS boot, 64-bit
Do architecture with Amazon EC2 AMI Tools preinstalled; Apache 2.2, MySQL | Select L2
5.0, PHP 5.3, Ruby 1.8.7, and Rails 2.3.
Root Device Size: 15 GB
Getting Started on Microsoft Windows Server 2008 (AMI 1d: -

W Frea ver eligible. Thus AMI will not incur additional costs when used with a free tier nstance

lrBdOjd3 SBBOL 28mMB, MBHjty O d2 -Calatt OSHES .tchzpynj A .j
-Li nux" f tHHJ teFefor®dg}18 (i3B6R KRed Hat Enterprise Linux 5 (i386, x86_64).

I LBgEshisd Bl BYydHOj B2 d&OcklkzLCd orBdeOjd Off Ot
BOh ddzr . | HOddzsds MdzEyOj] o' Bd®Ojd Scdidekzeoyds
§ 7.5GB i j©cOldo ds?2 §O&vIsd:
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Request Instances Wizard
O

INSTANCE DETALS

Cancal %

Provide the details for your instance(s). You may also deade whether you want to launch your instances as “on-demand” ar

"spot” instances.

Number of Instances: 1 Availability Zone: No Preference
e Lsrge (milrge.7SG8) .. ks
Termination Protection: | TYPe CPU Units  CPU Cores  Memory
Micro (t1.micro) (Free tier eligible) Upto 2 ECUs 1 Core 613 MB
- h Ins
LRORCH Justances Large (mt.large) 4 ECUs 2 Cores 75G8
EC2 Instances let you pay|
h < 4
276 COmm large fixed ¢ Extr; (m1.xlarge) 8 ECUs Cores 15 G8
= Migh-, ory Extra Large (m2.xlarge) 6.5 ECUs 2 Cores 17.1 G8
- Requesl Spot Instany
Hig*Memory Double Extra Large (m2.2xlarge) 13 ECUs 4 Cores 34.2G8
High-Memory Quadruple Extra Large (m2.4xlarge) 26 ECUs 8 Cores 68.4 GB
High-CPU Extra Large (cl.xlarge) 20 ECus 8 Cores 7GB
Back Continue 4

CHtes Linux d i niztdytsdzy©Oigds(®a dzv j d3

Request Instances Wizard

@
M3 TANCE DETAILS
Number of Instances: 1

Avalilability Zone: us-west-13

Advanced Instance Options

s

Mere you can choose a speafic kernel or RAM disk to use with your instances, You can also choose to enable CloudWatch

Detailed Monitoring or enter data that will be available from your instances once they launch.

Kernel 1D: Use Default «

RAM Disk : K
10: Use Default «

Monitoring: [T Enable CloudWatch detailed monitoning for this nstance
(additional charges will apply)

User Data:

E bases4 encoded

Back I Continue u]

[ Oj &3 BBOh ddzy fsdewIlsdesy dzOL 9 Odzd § ,

1C

fsLotdvehjj

Cancel X

5 Is dzc
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Request Instances Wizard Cancel X

Add tags to your instance to simplify the administration of your EC2 infrastructure. A form of metadata, tags consist of
a case-sensitive key/value pair, are stored in the cdloud and are private to your account. You can create user-friendly
names that help you organize, search, and browse your resources. For example, you could define a tag with key =
Name and value = Webserver. You can add up to 10 unique keys to each instance along with an optional value for
each key. For more information, go to Using Tags in the EC2 User Guide.

Key aractars maximum value ° oo ST Remove
Name BitrixClustert <
-

Add another Tag., (Maximum of 10)

Back | Continue i

HBLHOj & dzdets o BdE©Oj &3 MHj & daddey fetipdijjH K Gigk? Catpsls
f tSSH):

Request Instances Wizard Cancel (%
p
n
Public/private key pairs allow you to securely connect to your instance after it launches. To create a key pair, entar a name and
chick Create & Download your Key Pair. then be prompted t the prnivate key to your computer. Note, you only
need to generate a key pair once - not each time you want to deploy an Amazon EC2 instance

® Choose from your existing Key Pairs

Your existing Key Pairs®: BitrixCluster «

L Create a new Key Pair

ceed without a Key Pair

HSLHOdMZ 2 LOSt  IsT2 Cdzsy dzgjsBasHdBES B sesdess OF
P stedkOl L OCtE" ksets Cdzv yO Putty (jMmdd J' ©OBskOjls),
ol d j &Oh ddz M)k ik il @z s i)' dEdsif ds dz' @ GsterOls 5 & 5
GjCtsdjdHlzjlsiM" LOHOI! §Osd HEY jE LOhdlsr
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File Key Conversions Help

ey
Mo key.

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:
(7 85H-1(RSA) @ S5H-2 RSA (7) 55H-2 DSA

Mumber of bits in a generated key: 1024

H4BLHO]J B dzdets 9" BdiOj d3 MtsL HOdzdzze t6Odzj J ctkzfflz B
f OOd3j Istc O3] :

1 Secunty Groep sefected

> Group Name: BtroClustes
Descriptron: (o descrigtion
Allowed Comnections)
; CWW 7 Protocol From Port o ToPort Source (P or groep) Actions
[ Al A | 7-:‘\“ | -1 V 1f -1 | ‘IdC-[JI)&i”’ - 7 | r.;.:;.
L= mn mn 1000082 ancee
SSH = 22 22 0.0000 fancee
1= 0858 0855 100008 Haorve
My SOt © 3308 305 100008 [ —
Nres %o 443 (T3] 00000 o=
IR ©o 80 80 00000 ren:ee
Custom. - -

Istels 11211 dMmMfsd Lkzjishwdmemsprnh2d, ) 8Q&p 5dz0Mistets?2
dzj sBrtsHd s tsBWL Olsj dzt dzts L OCter Is+ HsMmiskzy dL o dzj ¢ dz

0 dZOdzthudzs L O EMSCOj 5 olsstelz® odilskzOd dzz¥ 5Oh  dalz :
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& Launch Instance Resered Instanoes  ~
viewing: AllINstances = Al Instance Tvpes -
Name - Instance AMI D Root Device Type status
slave duster (Ceml0S 5.4) @ -0422af40 ami-6d712128 ebs m1.large & running
master.custer (CentQS 5.4) g 00501494 ami-Gd7iZza ebs milarge @ running
RIStsG:

1 Ofkhjd Hej odtbkOd dr j ®OMNddr btjBlkj Bs?2 fisd
647 ©LOLGYHMGE2 6§jkGEY st 08d5isa .

[dzv EfmlsOdsse € d df de@EbEts®&S o j MY sd L S0 Otzifu B j MY dzC
I dlsted S MBS ol y Bdzdliifux. 2 [ ®dzdz” 2 §OCjIs §toj HdzOL dzOyj dz H «
bBOdso Cd J CodWdcekwOydd ofmjets MisjCoudbiedq M s dzOL
Linux-f &zOls ¥ 5t 500 .

4 foish -8Ctwhpj ddY OoslksdkOlsdyjMSd EkMlsOdzOs dzde O] Isfw

1 mysql-server 5.*

1 web-server (Apache 2.2.%)

1 zend-server-ce-php-5.3

1 mod-php-5.3-apache2-zend-server
1 php-d3dsHEzdz? geoip

1 nginx

1 memcached

1 stunnel

[7 daj BCEwOddyde O0j &3 dmy sdz' Lsczisidytc dg'ts.?2  [dszdats] dafsiRy
dzs Bts?2 Htokzets?2 HdMIstedBlkzIsde [u&, ddz"j HdMistcdBkRIsdor
My sdz

B 6y StsdB3jdHEz] B L1 Ldusotefis fs: Of eglriepgiatzd § 1 o

1 COC sCOLT 008 IkjMmlsr, fodieshmls fsdLosHdlsj d
EMmlsOdetso dzjsetezoy oz j, 5 MtcOodzj dedd M " cEtsdzr 3" My
b di3ts dzy O @S d3q dzd Kz dg.OL O 2

1 btejBlzjlsmv d&ddzd B3Oz dzets o te¥§ o3 d f lstffslmif fiplss WOy d o O
dZOMmistetsj dzdzz® Mtej Hiz dBsy dets f sdzzydls! o BEZSC o Odz! dz
dif sdz! L so Sdkdejzigdalv 5 d2O" dB § sHIHUJ SNt S s dzts
OH B3 ded MisteJ tctso Odad W .

1 1 0Mtes?2 4§ tewjjg dzd" MB OkOdN o Ode §sH B hdj
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& - PuTTY == o

P

42.) Ofte?2¢ 0O tojfddcOuydd MySOQL, OsOtednaaters] |t

titfddsoydwd Mysiafipw z Hiszw  tej M j dzdw fMmdzi HEkEhdR L OHOY:

lL.vejdzdujdd] fttsdLeotsHdIlsjd desfmlsd wuvi fkkjdiz 5
OHOfIsOydd ¢ otLtOMmMlOsh j2 d&OctekzL Cj. 1tetsdL o tsH
Or Hjdzj dgdv tSHdztsEets Mjtco jteO Htoj i3z j Mise j dedets H iz
sMisOdd dat dzv ylsjdedw HOdgdz" = (sl aves) . [ Odzdzts ] to
oJfteddzsy jdzed?2: Bk HOddks?2 COljetstedd ftoddztsy j dzd 2
-LOftetsmr  dzO ylsj dzd § .

2. [dazO2 dz BHOM@M | f jtoj HOY IsTadztOddztede® didzj L jstdm dzr j / s |

Mdte jtcO. 1tifdetisds@®Odty fMjtco jtcO® dzgO tHdesd dL toj L
gqdizdj J smw "MmMeiyow" Csffdw HOdzdz = .

3. JtecOdzdL Oydw L+ WWJjSIlsdodzetse 5 tegjiL§ @t dasjcdsO JS ldsff W] tofits o t
mMjteo jtcO BjL Htojter o 0dedw /L Od3j Hdzj dzgdvw OB BIST 5
dzj 5B R SHJd B Misaarj ded)y yj dzsmlsdzsets B  dzOtedzs G 15
sMmMtse j dzgdesmisd | nnoDB), &ty dts tsMmisOdetso dls! dzO0 dai
or fsdzdzdls: B1 COf d LOfEMdl! tjLjtody 2 Mmjteo

4. [BiMmMfiudddi or MsC-AIcdH dMmiGsHdes ifls d Mistctsw  tSH dzts@ ts
gLl MdMmMisj BO fioHsdy Ojls sBtcOB OIS 9 OIs! L Oftsihr .
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Replication
Key

Client
Reads

Writes

Client Data
<

Replication
—_—

l SHictsB daj |
HSS Zd3j dzls Oy

1 OH j ) dets s

MySQL

Writes

L) L) L)
[ MySQL Slave 1 ] [ MySQL Slave 2 ] [ MySQL Slave 3 ]

¥ T

Reads Reads Reads

I—[ Web Client J—[ Web Client J—[ Web Client ]

s i
dd

Gdq

o

Vi

C_ Load Balancer D

Clients

ddi3j 6Of My sd L 5o Odzdet dioyidfCuidef Camspd o |

dzd ¢ Oydd

rdzv B M Jyudddw BOSCHddzOdz dzs?2 dzOH § Y desisd tej § dzd & (

f OOk s’

My S Q

L MmMdzjHke hdd3 sSBteOL 5d3:

innodb flush log at trx commit=1

sync_binlog =1
sync relay log =1
sync relay log info =

1

[HROCE ddi3j 2 sEMiBOdEai®O dd3j dedets OC R § OwO®Rj steso d
Mded % d dzed® JlesdLotsHdlsj dz desisd MdMmilsj & .

rdzv fserhyj

dzd w

fslsjtej?2 HOdedz =

ftoesdLotsHdIsj dz' detsfylsd Btsy des M sdz' Lt
Bj MStsd SR btcOdL IDOdzAER R o: B dBj dzls ¢

innodb_flush_log_at_trx_commit =2

sync_binlog =0

[ d dz0 3q y J higStrrpie

[fldzd b dzOflstcOds O Bsc s M jCeiogjd@ hrodsdz@dadne], iy Stedj 2 = dP o
L OH Ols! { Otel@yidglsdddy-log-index.

ledoaddjedd

[ &zZ%v tcOB SIS

Ldy

dd3j s+, Ctesdyg M
REPLICATION SLAVE.

I'tej d3j dzdz" J

L sdzr

&S Ooyqqd bkyj gz jtco @Y-§MnEd j5lyezs o s doiso
sOdzH Otelsdzr 7, OCYJ] fwdoddjcdd: SUF
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[(fldzd Mjtteojt® wuly CdOM] 0 EWdplsED, | dazj e RO dizkt

ZOMmistetsd Is '] HAdE@zlzdzd D to | 3 dzdzlz ¥ L tsdzkz

1 OMs©es260 tjfddSoydd o OH®BJdMsOlsdso dsds o dzls j oW

16 HBBOo dzj dedd todny JoBg BOCBLS | a BOMIs j 6 dzOMistes2 § d

o) dzjsBosH]d®B j § OOk st

HacTponkm :; Slave 6a3bl gaHHbIX
,’ = @ Patiouni cTon + HacTpofink « Bab-xaacrap « Pennuracumn
=4 Hom
Q ;Cf!:ﬂ': shave Dady adreribex s OCstosuT L9 HTTPONTS
gy —
U..' Maracmn ID Cocra
A . / Macrep pobannennn wonon slave Bazw gawmbix. e
> =" 1 ONL
{:;} HacTposikn = a0 ‘er_id: 1
- Fila:r
pu——
i Macrep fobagnenyn NOMOXET NOLKNIOUNTE HOSYIO Slave Dazy SaHHuX i NPOBEpUY sition: 4
I Mabpaskoe OCHOBHSIE NAPAMETPR! rNAZHOA Bazel A3HHLX KPUTUUHEIE QN HACTPORKA jelect:3
PENNNKILMK,
# A Nomaosarenn u ., AL ONLT
E spe id
* L4 Nowex o . ‘er_id
@ nasnan 6233 AanHLX ¥ OKDYRXEHME NDDAYKTE SONKHY BbiTh HACTDOSHE TaK, gletate: ¥
&) (4 Npoaxrigran saunTa uTobbl He Beno daina php_interface/after_connect.php ... Npozepexo nning: Y
51 & BamoTy KOo#poaKa AnA cepeepa, 5assl QanHuX, NOAKMOUEHMR ¥ KIMEHT3 0MKHE 3 FPos:d
- coBNaaaTh, ... NposepeHn nning:
%) AD/LDAP @ npasvna copTHpoBKK AnR cepeepa, 533w A3HHLX ¥ NOAKNOUEHHR OMXHL! 3 Pos:d
3 B Noxamaais coBnagaTte. ... lpasepero faster: C
4 : - @ Kawowil y2en KAICTEPA AONKEH UNGTE YHUKATWHWA waexTndukaTop Error:
= [} Beb<nacrep (Texywiee snavenne server-id: 1). .. NMposepeno Error:
16 N ® v rnasworo cepaepa QonxHO BT BKMOYENO RypHanMposamne (Texyuee select:3
(=] 51 nogynes =TI G 3nauerue l0g-bin: ON). ... Npoaepeso
(2] Pennukawes @ HeobxoamMo PazpeLwNTs NOSKIOUEHHE B TNABHOMY CEPBEDY NO CETH (Texywee
. Hauerre skip-networking: OFF). ... Npogepeso
[+ Memcached — - 5 e
Mpu MONoNE30E3-n INNODB QNG YBENMUSHUA HANEXHOCTH DENAVMKILIA -
= CE(FI'V -------- - o —— ol B e - - 7_. - ——— : -
fanee > Ormens
-] Beb-cepeapa |~ L —

= 49 Hacrpoitxu npogyxTa

l sfdzj kM jh dscts nHigp@e jrpRdulsst@@rOj s jots

Cratyc

OMLIME
server_id: 1
File: my=qgl-kin.000016&
Position: 45050135
Com_select: 264856 (+466)

OMLINE
server_id; 2
Slave_I0_State: Waiting for master to send event
Slave_IC_Running: Yes
Read_Master_Log_Pos: 45050135
Slave_S0L_Running: fes
Exec_Master_Log_Pos: 45050135
Seconds_Behind_Master: 0
Last I Error:
Last_SGQL_Error:
Com_select: 741 (+1)

¢HEBJded Mistedtese Oded d 6 §dzd ¢ OYydd
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woof tS_fl]dZJ _dZOfr]_lStG_tS_Q cqd _taj@isdm_zﬂsjmidﬂ_ dZﬂEGG‘HE‘,J )|_dztS d |
d tetwoj@Blzdty) d3j dzj ., toj Sdi3jdHizymMY] fjgyYisey
B ded s Bted dzd O s fajios@ablits otz thuxda).fls j d&gr  (

d
tc d
d
j e sdzs 3 Mazz YO, o tsL dafi§ tzs g jogad & j & s dsg Sz bz 2B |
d
[
€

Odzqu Glets®®Ise Odzd s’  dzO daj €5 wOdadz j M) Mt
16 CweOlsdls! dmisdyficsk Qldwo"GEOOH | @sj & "
@othigpte/ t § fzdSOydve

fdLjtcodes] Ctfdtetse Oded j
[ By des Mo sBBH A GMis-BizBo ef®OIs® bl aavendzvw thmkh j Mise c

Yj sl ds e s ®ididiOuedasmass S fistf i Helpls Oz My SQL d 5§ j 60
fMadMmisjdgr . 1ted {lstsds dzj fjte’ 00jlmMW ©OBGKO fdzso dat

V jted € dze yJ dgepjmassiteevre 9 Mz yoOj tECOL O master

Il MmMzEyoj kSOL O thdseodtsets (mast enyizzfj gozfftcO w UL I |
OolssdOIsd yj M HE dedr4f Isdslsiz € dzOM s j i jde® jHete maytdy malsts e
B Ydats -figjltecaovjetc, rRtcOdew h d2 Y tsfmdzj Hdedj toj f dzd oy d oo @ dgdz
sMhdes o dzts G 5.

[BhOW MAjkO {2 fesyjHkzte' kOCEo O:

1. 106" 00 & HEMkE ] Edddgiydgltsps § o j B

fizd dMitsd LijlsmY Hobkobkicse dzgj o OW - &£ iR dfre kasPayfve ( d
JCB®j dHlzj sy dz0 YWistsdast dzn § 15 ls Cioks duddtish ) da i ) stis i 0D Ok
td BSBEOMN jddd Cddjdsss § ¢ d&OMmisjtek dd¥ stcdiOyd & dadzt

N = &5

{1dHO] &3 " HBMdder toigglefe Pugg” sl ave

[ MsOdzOo dzd o O] 3 WP cofHic@rsf B8B8E&sC sy ddy B dso dzj
shdtse dzsets ( master) MmMjtco jtO:

STOP SLAVE IO_THREAD;
SHOW PROCESSLIST;

rHJ,df s sls 9 A ts dzdz§ tzdzOsiiave (SQL_THREAD) dzjff sW o dffssiywe f j dzd J
"Has read all relay log; waiting for the slave 1/O thread to update it", ¢ 5 9 ts tc Wsfls s, i3 Is s

slave-f j tc 99j" tdf ts dzotdy Gias B3O dfHrelay-dzts @) o s DLytcOL 2 MisOdzO09e dzd o (
slave CBOdHB2 ' STOP SLAVE' dz] -Stdsd§Oidg" dzHdgts cldAsy , B Tl
9" ff Sdzdzd dz" -drfsic Or g Ifasy f ted yddzj tlsMmlsOeo Odedw d Is. §. ),
detso ' 2 3OMmlsitdes, Bried jaly sydh j dds v p sy @dgls ﬂ’tsdzc;l]'tsts
HOdzdz" = .

3. 1 BHGEIB9 C O digotdocjdc@na st er

VBjYHO] &MY, Wiwodg@®js| &wsdsste’ 2 o5 Sipisafody thysidg, dzO s -
B dzOtedz 2 dzs¢ o jHjlMw d daj dscqdks sMw L Ofshr L

SHOW VARIABLES LIKE 'log_bin’;
log_bin | ON
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http://ru.wikipedia.org/wiki/Zabbix
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SHOW VARIABLES LIKE 'log_slave updates’;
log_slave updates | OFF

] sdzdzsfls! ¥ tsMlsOdOY kSO i usl dde BdROthEEs- &EEO (
¢ s 5O dzH

STOP SLAVE;
RESET MASTER,;

SEBOdZH © RESET MASTER dzj sBrtsHd @30 Hdzv &sBsutddisS dd dzd
iMmMdzd & BddZOttdsd3 dzscj BEHEI LOfdMmd (kMlsOtjoahdi
fsHCdz yoj 3" » MidhBEOs: . aw®OC B8] oL BBy dets, | Mdzd Mmd
0 Cdzs yjdedzgr &3 B dzOtede” d3 dztsetsd3, § slstsds MisOdz sl ave d t
fslssdp Gdifsj tcj o sHdIsmw o iy ddsg master.

RIsOC, dzso" 2 master fBHGElstodzjdzg, Bk dzgjets tsydh jdz
LOf tetsfyr .

4. 1 jtej & dz¢ yjivigdige jstd aov edzO dztsfigy tQ@o jm@a st er
1 © o Mmj ~MmjstdeajvtieOr o' § tsdzda™ j d3:

STOP SLAVE;
CHANGE MASTER TO MASTER_HOST="#new_master_host_name#
START SLAVE;

| stsdsj dels o f sdzdzj ded W dz® s | swelh 'OQdgoMG E SN SSHERQ, . .
fsLdyd® ¢ Colses? ydlso] 4 e d khs &izdo dEe Ojns HY e r |
L OHOdets o @tsj dzd g BisdeyOdzd s : fjtear 2 WO2dz BddzOtdzsE s
MOomWtsy dOyoOdzts B J dzO tdiplgtiwey) W@A)6.O mast er

5. 1 Jjtj ¢ dz¢ pjddztsojjedzd § deO defgg 168 j mast er

liGBRBHd & dzOftesdls' € dzP mis ot daeh joidpdjed . | §od®dzd s ts
ofdmro0jd jes ROEOSCkjtedfisdSd ($DBHost) o WO22d
ifdd ddzsjteOdz MddzRitesdzdL Oydd MsOduj MSBEt € sdzlsj ¢
LOfEMC O] &3 Jesyd MM Mmd deltg tceegd L Oy e ey fa®2 ma@R2ejdz ¢
sddzitetsdzdL Oydw HOdzdz Re)Bj Y HE Mjtes j tORB]

6. [ICter 90 &3 HBMIsk ] t€dzftgydjlsdacps ¢ o j B

( Mdzd dMfsdz LEjlsMY Heokhnktotseo dzj @ OW - K istaW dfre acayave ( d
dzO0 Wttsdalst dzH j EZB JtcOj d3 d dewzts tdsois Aoy detsiriaoiiy) & dzisiifiis (O dadow s Is O
fdtej Cdr yoj &3 LOfteshf tdattsp] &y dzn. (o8B

Il dbej Cd&zOMmisjte dmY szt tedzjjtls. degtsor 2 mast er

7. 1HCds yijdedj orh jnbh jchisl tafori tdids SRS torsaljsat @er

Il OHBJddMistcOIsdo dztsdz tcOL-@ gza@rfjyls J 6O fizd F EFOF YWs " 1 5B O¢
slave BOLE HOddz »n" d fMdzjHkzjd ESOLOdedw di3 ZOMlsj tcO.

Mjtto jteO: o dzjct §jtejdshndsmy HjGEi @O HOb O dH @ Ggzls!
G6jfddSoydw.
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43.)] itelsdC Odz! dz" 2 Tl Qg thdzd | dzj dzd | RisHEZdzPR dzlf jetsH &2 ¢
BOL'" HOdzdz n

]l tw©OLHJjd] c¢1-OhpsedQ@f§flsfjgtc@tcH § dB dzd y' ) HOdadz" d3d dzj € t
BisHEzdzj 2 edstsipjdils d o fSlsH dz dzlf 46 j Ee@Mmif tof @ gedizd D, daPc oz L C
MsLHO O BBz L OftesMOBBd dBjyHEZ ttOL dzd ydz" iz fmj tce j toc Oc
"I 5BOo Glz¥ @OLE HOdd R". Ishd] HsBOsdj dd¥ § SHC d
fidteiddmMisd HoabkgW MY smtse Odd.

lditeor 2 MmMyftsmtse HsMiskzYy jdz Istsdz ¢t5 Hdzv MySQL. Jdz L OF
HOdzdz" = dBBHEZAdZ]?2 o dGid Hj2Msed?2 o BtcOdedzs?2 BOL T ¢
dmMf sdzr L s Ol " . 1 O0fEMmMdlsmwy &GOMIsjtc §jtej dzsMO H Odzadz
l sstes? MMt L OCdzs yojlsmw o bkZHOdMzjdzdd dBsHEZdY d t
hoOe] EkMmMsOdseCd foweadlsmwv oL @3ty datsMmils: EZCOL Ols! B OL

l 13 Mze yOj IsOB dzd yJ tc iglgpfigpaty’ dzy BEZHEIS
1 O HOdzdz" 2 Bsd3j dzls f SHH jtey o O Isfqw Mdzj Hize P dj dSHIEC

1 ] j®kOdkdlsdSc O
1 1 sdM¢

l jtelsdC Odz! dzr 2 -t @Ouew Jdizgsdzed j tSHddzes?2 H @iddztsey @ dizdp™v = dzDj B 0 |
Btsdzj j BOLT HOdzdz' = L W jfipizy jdis ro ' dpisjpdzjdegdRvzj sldg dzd v dztsc
tcOB sIs' -f 45§ Bizts YWj dzd

44. s dzOMmlis | to d efiivafowvj toQ] B

RIMftsdz L so Odedj dEHEsizic®gdrHay BtcOB SIS MO2I0 5L dzO Y
zs Btsets fsfmjlsdlsj dzv MO2ISO d@sy ils s OMis! dzO dzt B 52
Bsckzls ttOMmMftej HY dzwils! Mmw  Ctpiddemn] IS QOO ITHIC Oy e BB HDHH J o
"gfsmsBr BOZOMMdJtese §d dzOGGlricf Jtoe@i W HE dsHOB] o

v0Cts?2 ftoeddeydtf OBl fstesyHOjIs WH otfftesMmise .

. 10 COxfjstp pgp HidY jdz dZORBHd! MY BHIdROC e 2 ¢
Oftedd3j ts, S OtclsqgdzS O, L OCteky jrdadzOf dzlsyjtehi 2 O HeD dasHndsts
jojtoj, HEBdIdO B'ls! HEMlsk]dO Ho' slHOuIt] sMjlsc

oMy @Pleddsjtc, §fdj OskttdL Oydd dzO GHdsdE L 0]
YdlOl! ffw OolttedL 5o Odzdz’ 7 d HdzZW o MgSRs dentetapddjn  fifry jipdry
s BSd3 Mjteo jtoj HiSdy des L dzOYO! jj GCsdyOdd] d&O :

1
1
fm
2. 1k LsoOkjd MSOW fMjfdy HedydO Brl! "{ftsL ttOn
C
fn

HOLE Bldjldd, ylsts dj ofmj ‘Ikd LOHOU] &Esckls B Is!
stsdzr Ct5 dzfttd dzmyBdzd W . [HdzOCt B HJhj B oL By d j

feddsj 608 CsdStejlsdy j t6j OkdL Oydd d tcOMmMS-Okd ikl sts's
f ZOlY stdr EBES M", Schtte' | oBccOss toj "-flto )Pt

glh jmMsokzjls HoO ottdlpMie] Y dBfsmMPder tesdzdL Oydd H Odac

1. RfMftd LsoOdd] tBh jets HIMEBoatsets nteOdzddzd M O H Oc
2. RMftd L soOdedj dJdemisteckzdsj dalstse Mddem totsdzdL Oydd H O«
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AntcOdzd dzdh Oz tcOL dzr » Mjtco j oo .

{ SOYHBE dL ddns & OMMEOY ] BsBshBscsbBgtMisslzdh &
oL sy desflsy dMmMf sdz? L so Odedw H 2dzO Mmjtceo jtes® memcact
MsCteOlsdls! Bl jd&3 MddemtetsdedL qtelzj d3" = WO2dzse L O Mmyd l
WO2dzsets?2 MmMdMmlsjdd © memcached) d tOLdzdydzs j o 0Oted(
fd Mid 2.

SOYHM2Mptesjtc CdzOMISj O dBsy des A EOOQB ! Holzw SEE Y Is 5§
OHABJdzd MistcOIs o detsd3 ddzlsj teW j 2 MJ" lojSezOmis'] bzjip) "tq o Mds ts 2 ¢
10 COyHEBsd dL Mjtee jtetso dzj sBrtsH B dzOMistesdIls! Mlste
s Olefdtifls - jBo j 6O Apache ( f mpdsstghs): .« [diptedz df'ing ts-dz! L Iz
1 dlsted € fisC tlizpip) dzd § ", daj 5B~ BSH J B

1 ldzg Misd dL d3j dzgj dedw o CtsdeW G lzteOyd tsdzdzcold)-W ©O2 dz Ap
HsB Qo dls!

<IfModule mod_status.c>
ExtendedStatus On
<Location/  server - status>

SetHandler server - status
Order allow,deny
Allow from 10.0.0. 1
Allow from 10.0.0. 2
Deny from All

</Location>

</ IfModule >

[diej C bafati@d e sQWOjls OHtjf, (t Coktttdkz BkHjls HEM
Alowfromsf tej Hj dzv s Is, -Oftc§ BB R MsPlsdMisdS O BEHjlk HEMEL
[y dzs £COL O] Bo pBISS SFAMj cO.

1 jtej udlOl! CtdfdekzteOydsdds § YO2dr Apache f) f tsdt

# se rvice httpd reload

2. Jldzifmlsd dL d3d dzgj dzdw o CtsdWdekzteOydsdedzo? Y @d&2ngi
Md € pareprH tsB Oo dIs!

Location ~"/server - status$ {
proxy_pass http://127.0.0.1:8888;
}

1jtejydlols! StdWdekzteOydsdzdz j s¥0%é&z" : ngi nx M § sdsf

# service nginx reload
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3. [ltejHOCIsdJteso Ols! WO2dz / home/ bitrix/ www/ . ht acct

RewriteCond %{REQUEST _FILENAME} !/bitrix/urlrewrite.php$

R Y
RewriteCond %{REQUEST _URI} !/server - status$
1 sfypdzj odzj pj dedw ofMmjr dgj sBRBHJ®t At s Odzd 20 it B f
Codt dezteOydy S &OMmisj tcO:
HacTpoinku 5 ' BeG-cepsepa =

,——', N @ Pabouni cton © Hactpodxu » Beb-knacrep » Beb-cepsepa

QA Cepaucyi NoGasuth HosbiA seb-cepaep %+ D6HOSUTD g HacTponto

U__'— Marazux 1D Cocroanue Craryc Hazsanue Cepeep

:‘_. - HeT aaHHeIX -

{,‘22 mm Beibpano: 0 Ommevusso: 0

[=] < 7 UsbpanHoe

# A Nonssosarenn ‘
[+] “4, Nowmcx
[+] () MpoaKkTHeHas 3awnTa ‘
[# 2 BanwTsl
(2] ¥ AD/LDAP
[+ & Noxanusauus
[=] {7 Beb-xnacrep
(z] BA] mogynein
[+] Pennukaums
[c] Memcached

[*] Ceconm

[+] Beb-cepeepa
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HacTponku ., | Hosbiit Be6-cepaep &
& Pabouuni cton © Hactpodxu » Beb-knacrep » Beb-cepsepa

') Kowvenr
——

.!-, Cnu

QA CepBucol

‘!_.' Marazui Beb-cepoep

lﬂ PepakrupoeaHue napamerpoe eeb-cepeepa

] .y WabpanHoe

-
(*] 45 Mone3osarenn

[+ “4 Mowck :

& (3 NpoakTvesas 3auura | ey sepa: 80

(#] L& BanwoTul URL ctatyca: [server-status
() ™, AD/LDAP

F W Noxanuzauus

[=] 5} Beb-xnacTep
(=] 84 moaynen
] Pennukaums
(+] Memcached
(2] Ceconm

[-] Beb-cepeepa

» HacTpoik» npogykTa

[*] Caire |
= [ Copamnre | | Mpwmewms | | Ommemnre

] Rzuxn uuTepdeiica

ID | CocrosHue Cratyc HazsaHwe CepBep
%v 1 @ Server Version: Apache/2.2.3 (Cent0s5) master
BpEMA Parent Server Generation: 1
plE'EDTb' Server uptime: 1 day 2 hours 51 seconds
Asne Total Traffic: 38.6 MB
Total accezses: 43765
CPU U=sage: u263.99 =45.37 cul c=s0 -
.318% CPU load
% - 2 a Server Version: Apache/2.2.3 (Cent0s) slave
BpemMA Parent Server Generation: 0
f:E:Tb'a Server uptime: 1 minute
vT Total Traffic: 10 kB
Total accesses: 5
CPU Usage: u.3 s.05 cul cs0 - .583%
CPU |load
BribpaHo: 2 | OTMedeHo: O
441.[Bh jij WO2dsetsi RtOddddhj HOddy o

1 OHOYyk 6ttwcOddL Oydd Bh jes WO2EZEdzOEs | B®OdH bzdzts Ot}
tcOL dz" 3, rtteshts dLeojMmMisde &3d My smMse OB, EZAQPMREHEOY t
ftesHECISO dz2O0 BHdzts?2 dL dzsH, L OC OdzBANINAS-tc pm indzd isdidG ts «
Ptesodzv fteiHtdwWlisdw

NAS-fj 6o d S &zPigls j 6O NES, SHEICIES
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q Sodg@Mmls jte ML HOjlsMw dzO0 HobkZ dgsHOR, 2O ftsH dats?
/ CIlFS d BB©ONOl! s £ OF &zOded " Hsic-B@ I dzE@. o j B

ns
v R

oj dzdyd dedvw ftesdLotsHdIsj dz2 dztsfisd di3sy dzets BStec Odzd L
BdL Jteso Odzdzr 2 dMCdze ydisj dz' des f sH W ORdzso ™ jJ i |
Ofmlsj tcO.

W oHsfmlsdyjdedv Bd hj2 BBy dsmEN] e GEHsdY Q2 ks
q dzq "CAz@Mls) €O tj Cdj dzilzj sy sBLOIdl' o dzd B30 dzg
ts dZBQFE, GES, Lustre, DRBD, SAN.

S8

442. d ddzo tetsdzd L OydWw HOdzdzr = dBj 3y HE MJjte j teOd3d

[ tckets?2 Y BHABH o tstocddigi Ooyidtgts adzj fipS fiplsias flsf o MY sdz! L
ntcOded dzdh (HdMEBse) d fomstswddats?2 MddentetsdzdL Oydd W

sbkzh jMmMsoalkzjls ddatsy J Mise s d dzMmistelz d3j dzls 59 , - dfOuLdodEdzw sfif d
ftesmls' & Eldddls C(sfdttse Oddw W 02 dtse tdtf et Pdzdz'skg p1) [ dH
Mddemrtetsdzd L Oydd HOdzdzr 7 d3j YHE Mmjteea jtoORBd (rsync, ur

I dzOh j i3 CzOMIsjtej Hdw MddemtetsdzedL Oydd HOdgdz' 7 B ¥y H
s d dzebmiz.

Il syd BBz &3 o' BteOdzd d dRBisdedgte idd s ifE®BCiddgdetsifls dC df 5 McOo
O dzO dzis ¢ O 3 ?

1 1" MsCov mMCotshks! ©OBsl' .
T 1dLStsy ftsltejBdzjdedy w6 Mzemseo (CPU, HdMEBO T j§
fsLotsdwels LOfEMEOI! sy M MddrtsddL Oydd &
&ZzO0 Mmjtce jtcOr MisOdatso W Iste d jHfg SCdzls doy d2" telRdO di'tedds d3 o to |
1 JltosflsslsO dzOMlstes?2Cd HdzvW tsB A3 dz20 HOdzder d3d d3j Y H k2
1 I L sy desls! MdderntetsdzedL Oydd EHOdzj dzgdw W O2 dztse .
1 1Ohdh jdedzr 2 tsBd3j dz HOdzdz" s 3§ Yy HE ~tMisOdd ( SSL
] sHtetsB dz2OW HESCEdR] dZlsOydwy 5 dhf sdz! L 52 Ouzagfiyls Hf & dalzE
sWdydodz dssdz MO2 Is jhttgd/@ss.inltedncsydc2/ 03" »j ttOmMhdasilsted d3
CodeCtoj sdets?2 CtsdzW d ¢ 2 tefPjytdafj teatslsy o oz&OMIg BtsJ .
l dzj Sslstster A Hcffr]lstso[BIzlscfaOﬁtUDnu yOdzOf e gzd bicd Hz 191
CjfsLdssedwh d HsMkfjd HEY kil OdzisaQq’ gL §0C st
fsi ssBz dzj sBAHJBE LOMMBskEejls: dd j o OtedOdasr kf
EmMsOdzsoa €O dL HtsMlskzfdzr = r pm).
JHddz dL oL d3tsy deB OCaBB Gdzlstso [z
1. uvmMsOdzOo dzdo Oj d3 dzj SB A BHJ A" | smkzfde §j §O0C I (

csync2, dL xinetd BEHJIs LOl]’szr] Ols' mMw Mmj tco § edzOW 1

# yum install rsync librsync - devel xinetd

2.0MsOdz00 dzd o O b izftla glt H bW S OB®ESB LHSHYS5 6 dzv ¢ s )
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# wget
http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86
64/libtasnl - 1.1 - 1.el5/libtasnl -1.1 - 1.el5.x86_64.rpm

# wget

http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86_
64/libtasnl  -1.1 - l.el 5/libtasnl -devel -1.1 -1.el5.x86_64.rpm
# wget
http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86

64/libtasnl - 1.1 - 1.el5/libtasnl -tools -1.1 - 1.el5.x86_64.rpm
#rpm - ihv libtasnl -1.1 - 1.el5.x86_64.rpm libtasnl -devel -1.1 -
1.el5.x86_64.rpm libt asnl-tools -1.1 -1.el5.x86_64.rpm

3. uMlsOdzOo dzq os®@j dy jstayfjdfiftladizs( 2 SO o j eldv dMfsd Lkjls

# wget

http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86

64/sqlite2  -2.8.17 - 1.el5/sqlite2 -2.8.17 - 1.el5.x86_64.rpm

# wg et

http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86_

64/sqlite2  -2.8.17 - 1.el5/sqlite2 -devel -2.8.17 - 1.el5.x86_64.rpm

#rpm - ihv sqlite2 -2.8.17 - 1.el5.x86_64.rpm sqlite2 - devel -28.17 -

1.el5.x86_64.rpm

4. uvmMsOdzOe dzdo O o3 daj f2sMmtcj HMIse j dzdets csync

# wget
http://ftp.freshrpms.net/pub/freshrpms/redhat/testing/EL5/cluster/x86
64/csync2 -1.34 -4.el5/csync2  -1.34 - 4.el5.x86_64.rpm

#rpm -ihvcsync2 -1.34 -4.el5.x86_64.rpm

5. 1tmdzy EMlsOdetso € d kx4 Htshishigifteds d WindeGj Qi Mt d tedSHo dDQLEASS | |
dzz y dzts MG J dzj edtetso Ols! L Odzgseats, MHJ dZOI! 1 Ists sy dats

# openssl genrsa - out /etc/csync2/csync2_ssl_key.pem 1024

# openssl req - new - key /etc/csync2/csync2_ssl_key.pem - out
letc/csync2/csync2_ssl_cert.csr

# openssl x509 -req -days 600 -in/etc/csync2/csy nc2_ssl_cert.csr -

signkey /etc/csync2/csync2_ssl_key.pem - out

letc/csync2/csync2_ssl_cert.pem

6. 10 GHsE dL ftMistse dzjsBAsHdABE MEjdj tedtose Ols!

\

B sBRBHdBE ©OL &) fisdls! dz0 ofjn Mjtkejtwdn, Cslsttr

fiff dem o5 ded L Oyd d:
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#csync2 - k /etc/csync2/csync2.cluster.key

AO2d csync2.cluster.key dzO ofpjr d&BO"NJddOr HBd)J dz
cOLdBjNjdz @8 / etc/ csync2/.

7. lwd®zjte CtsdWdeokzteOydsdzdzsegts WO2dzO0O / etc/ csync2/ «

group cluster

{
host no del.demo - cluster.ru node2.demo - cluster.ru;
key /etc/csync2/csync2.cluster.key;

include /home/bitrix/www;
exclude /home/bitrix/wwwi/bitrix/php_interface/dbconn.php;

auto younger;

host-OHtej MO Mmjtco jteso, HAW Ctlststerj;, MddrtesddL qtokzs Isfr
key-W 02 d&z € dz¢ yJ ?;

include-Hdtej Slststedw, WO2dzr Cobtstes? MddemtesdzdL Jokz® Ismw ;
exclude-d € dzs yj dedw (dzj MddemntetsdzdL qtetseo Ols! 1 Isd HOdzdz |
auto-Mf smMse t©OLKJ"N jddy Csd¥dadSlstse o MdlkzOydwa, ¢t
O dzj MCtsdzr Cdrn fj tooty; tpodiiertsti e stog gj eded dizj j Is MmJj oo j to,
Muj dzOde" ¢ tsfdzj nded] dL d3j daj dad ™ .

8. [BtOdd st odzshagDdzdji d&O Hdtej SIsdok

CodWdekztcOydtsdgdesdz WO2dzj csync2 dBtsyjls Brils! L OHC
sync2 OoalstsdOlsdyd MSd dc dstdets dhtclzjls LIOH Octitdsz fdifts ¢, 0 dp' dftst
Colsstets] By des §f sdBEslstej Is!, dZOftedddte, M § sdi3sh !

1 sl lssiz ddj2lsj o o
dLdsj dg Is? fw. o dew 1ls
Hdzw SdeStejlsdy 7 d &)
Bsy dats, O ted d3j te, -

HE, Yyt dd&j 20 &Oh ddz, H Odzdz" j
Gts M@y dzts d MY sdz' LY tdsof@slas'w did® Rdz |/
. ¢ Hdzv Isets, yYlstsB"™ L OHOIs+ ¥
P B O dzs: 9 S OC B

q
s
dz
374

# echo "nodel.demo - cluster.ru" > /etc/hostname

R o fMisiplets®iflsj /etc/init. dY nipl oot k? f(teys fesdide)H dajf

/bin/hostname - F /etc/hostname
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9. [ Mmdzd dL d&2OYyOdz! dzes SO HTM 2 dzso" 2 Mjteo jto MBLHO] IsT
Mjtco jtotse (2O teddzgd o, o MdzEyoOJ dhMftsd Ltseo OddY Ama:
gzt hietsmMY instafdeyd® L PEFBRH S HdSoSES I nst ance
or fsdzdzed s+ g ijtcolkse dqdzdydodzdL Oydr BOLT WO2dte HAv

#csync2 -clIr

HHj ZO! 1 lsts dgzy dgts @O S O3y HEd R, .

10. t0OBBISO csync2 dzO COYHBA -AGfiple j| tcffasddAlg tfalsldn CdsL?2 . H ¢
LOfEME O Mite jodzs?2 yYyOmilsd dzj sprtsHJBS L OC sdB3d3 dzls d te't
[ etc/ xinetd.d/ csync2 MmbtesCkz "disable = yes", (|
LOfEMS ftoed LOGtelkzL €] MdMmisj d3r :

# service xinetd restart

# chkconfig xinetd on

11. sdzqj des SOl fiyOfdss y nc-2. ) § d¥ ysd

[y des sSftejH]Jdzdls! (9o LOsadmMddsmisd Bls tBiI j B30 H Odads
d fesfdmMOls: LOfEkEMES csync2, doOfteddjt, yYyjtjL cror

*[5 * * ** root /usr/sbin/csync2 - X > /dev/null 2>&1

L dzOyOchysc2L OPERE j 5 &q daizls .

45. s dzOMmls i tc LOOdne nfcja c h e d)

2w yJ delstcOdzdL tso Odzedets e 5 d dzOH j Y dzesets mteOdzj dzd VW H O dac
MmJ tco jnemeached, C(BRBRE®CISdodzss dMmisdz LizjIsmw o IsOCdnr {1
Facebook, Twitter, Google App Engine.

[dzv LOfEMCO Mmjto jttOt fbmd & eEteazpag@zd j1'¢ (Li nux) dzj
o' fsdzdzdls! G tSdsOdzH " :

# chkconfig memcached on
# service memcached start

Vdzz yhdgodr ftesdL otsHdlIlsj dzi detsfls! L O Mydls yJ dzlstcOdzdL Oy
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rdzv tsBjMmfjujddy GOLNHdBOd dztsL ddotintisd LesOs Hod) IO alf'L dts iPlsia
Yyj dZlstcOdzdL so Odgdetsj, t©OLHJj &Y j B BIYHESCHABROB] - tcOC
ML HOdd 2 o tjLbkd O] tjmiztehtj S s dr nys @ daigs H
“B" d ©flkOd dr & desH OBd € d&zOflsj©0O. Y jd BSd hj dat
My sdz Lso Odzdj VYj dzelsteOdzdL 5o Odzdlztsets €4 h O,

Vdzz y" j dgdzOw 1 WW jSIsdodesmis: L O fMuydls o' IsjMmdzj dedw Lkl

10 Mydls dmf sdzmy o Pz W me mc aclhRU, OgxsBsHoll§s &P © dzd Is + fr
stsdz ¢85 dzgOdBBdzy § OSCISEZOdz' dz' § H Odrdelsyj,nd Istg jinvs s Cdsfitptf t
fsLosdzdls B jdsE €1 h O BJLGtOdzd Yydzts tcOL-c® Mis"Odse Y ¢
cOLtcOBSIsydSse ftod ddzlsd cteOydd), ubts ftde sHdds dz
dmf sdzOday ¥ toj MetemMtse MdMmilsj d&3r , des d Glsted yOlsj dz dzts
Cihjid3 LO Myl ttsMmisO® jets tBI j BO.

& s O jdzCflsj 0 BBZH jIs OolstsdOlsdUj MSd §SHHJ By

Lk
dSlsdodzsdz MsMmMisswdzdd: C0O0¢ 5 MEStshisd Mictsfipise{f O,

w
w

tdStsd3j dzHlzj sfipw f jtedsHdyud MSd OdzOdzdL dqtetseo Ols! d MY tsdz
f sHSBtOI! flsdBOdz dz" 2 ©OL BBt 41 hO:

| Nogxnosennr x memcached

300 ncdel.demo-duster. lo-betnx.ru: 11211

00 nodel.demorduster, Loditnix 11211

[fdzd MjtejwO® memcachedddkiij¢ e bHdzezm ) ted 2dz & 5L d3t

sBl jBSd S§jOdods? §ORYId &0 WdLdujmSdn fjte jt
dmMf sdzr L soeOdzedj yYjtejL LOHOd] "o MO" (SBdsdSO " Rf

LV dzz Yy" J dzdzOW dzOH J Yy desfls! d BOMh IsOBdtelzj dzsMmis
10 Mydls SdzOMisjtedL Oyd s mwazxzdedm MU cd® j @O ~dzme mcache
SHdseGs memcached mMjto jt® dzf 9" 9jHJls dL MmMlstesw { t

o jdzduyjddw Bl jd&O HOdd -~ $¢1h 0O &dOddsyHedzdits § SH G dzt
Hsf sdzdzd Isj dz' dzr 2 memcached Mmjte jte:
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J' MoaknwoyeHns Kk memcached

& Pabounit cton » HacTpoiiku

=] JoGgsuty

% Obuoewte | G5 HacrpouTs

Cocroanue

spena paboTtul
4 aHR

Crartyc

Iﬂl

spema paborel
4 ans

Beibpano: 2 Omeseno: 0

I jL s Ofmdats s

1dBBaHdBS BIsCter Is!
d&ZOMmistets?2 ¢ d 24 o 5dzO.

W o
flH j ZOIs' iy @Y
Iz b

sqdtse Odd j

Beb-knacrep » Memcached

WUc

ONLINE

version:

cmd_get:

cmd_set:
get_misses:

get_hits:
limit_maxbytes:
using_bytes:
curr_items:
listen_disabled_num:

1.4.5
5096896 (+313)
1278

8692

5088197 (99.83%)
256 Mb

565.29 Kb (0.22%)
149

(8}

ONLINE

version:
cmd_get:

cmd_set:
get_misses:

get_hits:
limit_maxbytes:
using_bytes:
curr_items:
listen_disabled_num:

Hesflsky ¢

1ted dfy
f Ot O3y

1.4.5
2086988 (+345)
728

7161

2079827 (99.66%)
256 Mb

432.67 Kb (0.17%)
77

0

i tco j O dBOMB hc®C
sdz L so Odedd =~ tsMis
stetse ctkzffr BJL

sslse j sMlse hgj oOhj2C RO die@)teoydd o j B
1 Security Group selected
"3 Group Name: BitrixCluster
Description: (no descrnption)
Allowed Connections:
Connection Method Protocol From Port « ToPort Source (IP or group)
All icmp -1 -1 10.0.0.0/8
icp 11211 11211 100.0.08
46.MteOdzj dzd j T ffd?2
] sBEdRYOdds HOdd j & fMjmmdwvs fsd Lo Olsjdj?2 - itod
RdzW stedzdOyde B 1 Istsdz sy des kZodH jlIs! o OHBddzd MistcOls c

"1 Ofls e & AUCHpEO MY & Mdd"
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Hacrponku 5 | XpaHeHue ceccuit B 6ase gaHHbIX et
' @ i | SER @& Pabouuid cton » Hactpoiixu » Beb-knacrep » Ceccum
2 AW @

Xpaneune 8 baze pfanHbIX
[+] .7 WabpanHoe

5 BrnwoveHue Mexannmama XPaHeHHA OQaHHBIX ceccuin
none3osarenen 8 6ase gaHHbIX

I+

£ Nonesosarenn

3 44, Nowmck

[+] j nDOaKTNBHaﬁ 3WNTA aﬂ""blc ceconm ne XpanatTca o 5[1 mMoayna GCJOHDCNOCVN.
[+ (&) BanoTsl BxniounTs xpareHwe naxHex ceccuid 8 B moayna

1 f% AD/LDAP

(+] & Noxanwzaums

(narrbie ceconin 6 YOYT YHNSTOXEHR )

“BHAMaHUE! NpPH NEPSKNOUEHNN DEXUNE XPAHEHNRA CECOHI BCE NONL30BATENN
’ NoTEpROT asTopuaaumo (

[=] '} Beb-xnacrep :
] 84 mogynei ’

G Peimnmbin I Coxpanmnts ‘ MpumennTs ‘} OtmMeHuTs |

lted dMmMitsdz Lso Odedd BHASHF i f@EMsOF tzshtetsifs - toc O
&ZOdBtsdzj J EZHtsBJ dz. [ fiy@fosdisi?] jj cos friftf«Chy ftesdL oatsHdIls|
fsCOL" 908ls t©OL &dudy j dzO0CtelzL tsydle jflistgadsd y i@ Asktea@s i
NOdzj dzdd MiMMd2 o B¥W.j Mdedy Oj sfyw dz® 3

{HdOCts fted tOBBGIs] ) dplHOdsds ¢ dgq dsymz Mdszoydd,
fsdz LsoOlsj dzv ( dzOftedd3j e, daj f sMtcj HMIso j dedets Oolststed L
mMdzj Hize P d2 dddede = Qg O tads@'Hicze ) Miteea jter, GHJ &
BzHjls OoabttedLtsoOdz. 1 tHBd | MdkkzOydd BEZHEIS o7 LT
fesmMildlsj dzj 2 MOAO.

I sdz L so Olsj dz MSOW fjMMdy HEd]dO Bfils! " §itsL tc0yds]
¢ &zOMis j ©O.

[dv (ke fjfHedzsyl jujhs e Odzd L tso Odzdats j R tcOdzgd dzd h j  H
&Oh j &5 MdeOLGy H Odzdz’ B. ) Cdzk yO MW ReOdzj dzdj H Odzdz R
" Ofls b ACHEEZOMIS B8] Midd"

Hactpoiku 3 XpaHeHue ceccun B 6ase faHHbIX G
298

[+] .7 UabpanHoe

& PaSouui cron » Hactpoixu » Beb-knacrep » Ceccum

Xpaneune 8 baze gaHHbIX

5 BrnwoveHue MexaHnM3IMa XpaHeHnA AaHHbIX Ceccumn

# £ Nonssosarenn .
none3osarenei 8 6ase gaHHbIX

[# "4 Nonck

[#] (5 NpoakTiesan 3auHTa Aannvie cecomit xpanatca o 61 moayns 6esonacnocn.
[+ (L BanoTtw OTKkn04MTL XpaHeHne NaHHbix ceceui B B moayna (
[:]'¥¥) AD/LDAP

“BHUMaHKE! NpH NEPSKNOUEHHN PDEXMNE XPAHEHHRA CECOHIA BCS NONL30BATENH

(+] & Noxanmzaups ’ noTepRoT asToprlaumo (

(aarmbie ceconin ByayT yHnuToReHst ).
[=] iy7 Beb-xnacrep ’

2] 64 moayneit

Gl Paimcatis l CoxpasmnTte Mpumernte | | OTMeHUTS
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47.utitsitsB” BOdOdMdtetse € d dzOG telz fifidic odjjtoii 2 detsH O d

wf jClste ddzhistlzdsj dzlstso, MMz Oh g5 HdzW ©OMYtej Hj dzj dad

Mitteo jtcOBd tyjdzr hdtess. wkh jMmlsokrls COC HBteEdJ
CSS, Content Services Switch-tc OL dzd ydzr = BSHjdzi2), OS¢ d BBdZj J
oJMm! BO WWiClsdodz J) ftescteOdRzdRzder § Mtcj HMise O.

4.7.1. Load Balancer (Amazon Web Services)

I OO deseh ¢ &OctkL $d AWS dhmisd Lkjlks ftsfss?
ZOMsOQEd Y HEMisOlsyds feshss. wdjHELs"se Ol dls!
BOZOENdiesah O ML HOjds ids) O stskOdsts] yi S1CH{Ols @ H dzw
dzj &5 5B sUdlsOj &ksj CNAME

my-load-balancer-1820597761.us-west-1.elb.amazonaws.com -> www.mydomain.com

Load
Balancing
Service

Inztance

- -

Inztance
Instance
Instance

EC2 Region

[ 5BOoa dzVv j d©3 B OdzOdzlmdtetso h d ¢ :
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# snapsnots

NETWORKING B SECURITY
* Security Gro
* Placem
» Elastic

* Load Balancers

* Key Pairs

I OdzO dzf  teghadzd ®f tstels 80 d §jto] ZOfwOodv jls L-Of tosfr
¢ &OMlsj ©O:

Create a New Load Balancer Carcel x

@,
DEFINE A
BALANCE

This wizard will walk you through setting up a new load balancer. Begin by giving your new load balancer a unique name
so that you can identify it from other load balancers you might create. You will also need to configure ports and protocols
for your load balancer. Traffic from your clients can be routed from any load balancer port to any port on your EC2
instances. By default, we've configured your load balancer with a standard web server on port 80. We also provide
several application examples to assist you in opening up the right ports.

Load Balancer Name: test.load-baancer

Listener
Configuration:
Common Applications Protocol Load Balancer Port EC2 Instance Port  Actions
Apache HTTP Server HTTP 80 80 I Rurpve =

Custom =] [~ ] \

stsdW Jektodekj 8 MsteOdzd ylz datsH' Hdw feso jwSd o O«
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Create a New Load Balancer Carewl x

Your load balancer will automatically perform health checks on your EC2 instances and only route traffic to instances that
pass the health check. If an instance fails the heaith check, it is automatically removed from the load balancer.
Customize the health check to meet your specific needs.

Configuration Options:
Ping Protocol: HTTP 3
Ping Port: 80

Ping Path: /index htm

Advanced Options:

L Time to wait when receiving a response from
Response Timeout: |5 Seconds the heaith check (2 sec - 60 sec).
Amount of t ween health checks (0.1
Health Check Interval: 05  Minutes :l—"_c_u :t'j:_‘f‘mc Pebynan heskl che (0
A Number of consecutive health check failures
Unhealthy Threshold: 234567 8 91 before declaring an EC2 instance unhealthy
% Number of consecutive health check successes
Healthy Threshold: 2 345678 910 before declaring an EC2 instance healthy.
Back Continue ‘
Bl M |

td St dzHlzjIsfqw o ' Ping Path' L OHOI! MsteOdzdykz, ¢
BSHEZA]-OdOfgaE{Isd ¢ 0" . [MIlsOdz' dzf §| § OtcOBjIster or BJtcOs Is
SYdHO] di3s?2 dzOctelzL S .

lTBdteOj &3 detsHT , CBlstster J BEHEIL d&ORsHdI! Mw L © B Odz
Odzec stcdlsdBsdz B OdzOdzmdtesoa € d (round robin), tj¢ sdj dat
SHEZ&Rsd tsdLoBHdIs] dzf desisd. [ Mdzd desH-yJ @ZOPHE ZzOc O
(availability zones), It toJ Cd3j dzHlzj sy ] B tcsH d dac
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{ Create a New Load Balancer Cancal /X

The table below lists all your running EC2 Instances that are not already behind another load balancer or part of an auto-
scaling capacity group. Check the boxes in the Select column to add those instances to this load balancer,

Manually Add Instances to Load Balancer:

Select Instance State Security Groups Availability Zone

vl L1497678b @ running

select all | select none

Availability Zone Distribution:

| Continue

(fdzd 3" nsisddz, Ylstser ofmj LOftetsMmr sls sHdedms d Isjn
Isj B3 %4 dsHOB] ¢ dzOMmis] cOf tdp e S &H HH@EEHMEEs QEAE s Is
CdzOMmilsj . O. [ dzv 1 stsets o9 dOMlstes?2COR BOEZOMMdtetseo h d¢
Balancer Generated Cookie Stickiness".

sjfjt!, dLOsdmddks s ksdts, MCsd Ct dsH € dzOMlsj t
BzHEls HMiskzf dr 5 jHJddwdg. migdsp dadets dglz ¢  dgj dzd : iy dzlkz
dsHT dL MistesY/ § jtejctokL Cd, BOROdNdLEEMd &dEjij RIS
¢ &OMlsj 6 O.

l sHEBBdz] ] 5 BOXO&NdEss h dsVid \idoosds iets2d  HysKlsza]jisils Gy d

4.7.2. DNS

sO0d3r 2 fesMmiss? M sMtss B O dzOAN] s sH jOdgd dzd WzOLE @tizte t€ figts o
Mjtco j @i sdz' L 59 Odzd Jroudg]irébi® 8AdS. &30

s jyd¥ dcoydw MisOdH Otels® DNS fsLotsdvjls kS OL Ok! dg
SHdSEE ddj dd. | Ofteddj ts:

www IN A 10.0.0.1
www IN A 10.0.0.2
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] 1ltds Mz y®j DNS fMjtojtc o lsojls -QEGs jLiP fetdisf 86 O L ¢
9" HO9 Ols! dzgj BHdz OHtjMm, O ojfm! MIdMsS:

# host www.domain.local
www.domain.local has address 10.0.0.1
www.domain.local has address 10 .0.0.2

lted {tIstsdg i COYH
R dv st W . v OCdd
OHtey MOdBd d BEHE
RMisdz LsoOdedd rofg@difichise2 DM smMse BOzOdMdtetse € d
stcj Bzt hd2 ddCOCdn HBYBdzdedIlsj dz dz" = Mmtej HMMlse, tsH dzOS
Bzj HsMsOSC e, YilbssBz B tjCsdijdizjd Mfsd L ss O
oL d3tsy dztsis d 1 to eodgljpdia] lof dzt£20 SBERAZO dzfnd tetso M o € .

ftsmdzj Hiso Ols j dz! «
J LOfttsmr BLERHL
r

BtcOLtsd3 S dzd j delsmC d
dzr § Mmjtce Jjter .

‘3 dzsor &3 L Of tsf)sds
5 ¢
k 5§ OHOL! dO oL

[ dizmr ftedd3j dzgj dzgd™¥ round robin DNS:

1 dzjls yjlbStsat qu tdw o' BSEO I P dqL MIdmMEoO Cd
L dzj di3j dals, dstsy 4 Is i hJtectseo Ols! Mw fsMmMdzjHdzjJ ©" BtGO
9 Otcd O dasf ) Lan’fr]qls sls toj OdzdL Oydd SCtdeCtejlsdese s

T dzj s d3j =~ Odafj wzfsaj dzdf ¥ HEMiszY dshisd L " ofj Hisa O3
-9 MdzEy0OJ OoOttdd dzO BHdsd3 ddzd dzj MEsdzr € da kL cC
ftosHBd) Ol tOMftcjHjdvwis: Mw d3j yHE ttOBBYdd®id

T HdzdIsj dz! desy otej BY C1 N dletvo Malak OB 8Dj I s of L BBY 8zj dzq
ddzd ddz" = LOfdMmj2 o DNS fsbtejBlzjlsmv dzj Clststots
HdzZv BBdso dzj dzdV HOdedz' = dzO o Mjn Cdzdj dzlsOn

4.7.3. nginx

] HOddetsds ©OLHJj dzj o3 OMfdsbtedd feddkjt dhfsd L e
httpfj teo j 6O ngis®. yg d2j 2 MY & dogx ity Ispitreandsts H & dz!

lted dfmf sdz L Baf@defik i Atz dzdv " nginx Ekyj EmMlsOdzse d
COMIsj6O. R HA&Y ©OM{EjH,) digdato @GOC totzj § § M ikisy s §f ¢
Mjto jtese CdzOMjtcO. [HA&OSE HEY Bodjj f(eshstds,
kzy"j dMfsd Lo Ok! BlsHjd df 2 Mjttsjte g kflsOdass dz

BO&Odmdtese h ¢ O

] tjtstsfnls;?hcidz, ftodd3dd ted WicOG d3j dzls nglhnyfdal/mfiexdntgird.goffls dzdzts ¢ t
sBiMfJyde O h jes teOMftejHjdzjdedjy deOctelzL € dj yHE M
(B dBs MIlsOdzH Otelsdzr = Hdtej SIsdo, sftcjH] EWVOIAEg dlzOt
Is. 4. ):
http {
upstream backend {
server nodel.demo - cluster.ru;
server node2.demo - cluster.ru;
}
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server {
listen 80;
server_name load_balancer;

location / {
proxy_set header X - Real - IP $remote_addr;
proxy_set_header X - Forwarded - For

$proxy_add_x_forwarded_for;
proxy_set_header Host $host:80;

proxy _pass http :// backend ;

"upstream" LOHOEIsMw OHtL]jMO Mjtco jteto,
MO2 O HWOOISBHEOI B, d&0O (Skttttsd ttOBIOJj IS
s hjd3 dzOctelzL €Iz

( Mdzd dzj COodzPrzs AO®EEgzdzedIls j dz dz" | f OtcOd3j Ister , L Off tot
BiyHE Mjteo jtcORBd s fteddzeydflz round robin.

[HdZOS 5 f) { tsd3ts hgx htip difsstelamdaits s dzts t6j OdzdL 50 Ols: d B Sdzj j
CsdW dekteoydd.

1. | dgj Clster 7 MdzEyoOws Bro0Ojls kHtseds § jtojHOo Ols!
sHddze d bl 3j Mjtajte, O BIYHE Mjto | ted®dY Seddnjf delg te

[z tjOddL Oydd foHGBdGEEE ¥ EdtydsdOodkd hmdazydls Hdt

upstream backend {

ip_hash;
server nodel.demo - cluster.ru;
server node2.demo - cluster.ru;

Il 13 Mz yoOy twOMmMfted HY dzj dzd O HHO B shizg | teftdzs 0 Odats ¢
2. [ MmMdzd HdzY EL dEZte C d&zOMlsjtd® dMfsd LEzslsmw Mjtco jter
Bsh desmisd), B" 90 jls ftsdzjL dets L OHOIL! "o jMm" HdAv Isjn
Btsdzr hj ddzd d3jdz hj LOftwsMmMise.

[dzv Llssets Mazzydls §OwOdG) st "" waitgijte:Hdej Slsdar "
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upstream backend {

server nodel.demo - cluster.ru weight=3;
server node2.demo - cluster.ru;
server node3.demo - cluster.ru;

] OS2 StdWdekzttoydd SO3YHTj] 5 LOftshses BERHEE tof
dzZ0 node Llustkermd-dzO n o de Zlusteermd-dzO n o d e Zlustkerumo

[BOIdIlsjy odzdd&3OdzedJj: Hdzw Mmjteeo jtetse, dMitsd L k¥ hdrn
LOH O 9o j M.

3. [Bydts dzOMmlstesdls! §OtctOR] Ister, s Clstster @3 BEZHEIS
max_f ai | s=y@mapsls ydmdzts dzj zHOyYdzr = LOftetsmMtse & M tco
LOHOdzztsec s f OtcOd3j Istetsds fail _ti meout, f§thmd] CBlstster
siuyujdedy otej d3d dzd L OHOddzsects f OtOd3j Istetsdz f ai | _ti mec
fail _timeout =9t]j d3w
}tod o3 to:
upstream back end {

server nodel.demo - cluster.ru max_fails=3 fail_timeout=30s;

server node2.demo - cluster.ru max_fails=3 fail_timeout=30s;
}
( Mdzd fted LOftesmj € Mjtee jtelz ftosdL s dzO M dB SO, L (
mMiteajte. [ Mdzd §tetsdL shdatfty B Otshing £zdflzHg sisyjdz© 30 MmJ ¢
fsdj yj dz dzj cOBslsOs hdds, d o Ijyjdedj {Istsets otej d3j dac
slsf tcOo dzv Is* fyw .

4. 8. [ t5B0O9 dzj dzel jdzOdpdsHj'te O j B

1 OHOYO: 9o MewrLd M twWOMmMlskzh j2 dOctekzL ¢t52 dgj 5B~ BH J d3t
C zOMlsy BIs NS , dzj sBosSHdBs L Ofkmisdls! desar 2 W dLduy
ftesf dmMOIls! jets o-CdzOMbiteBLOO- o j B

vOC COC &akOfHsijdes d3¥ L OfkMSOdd o ¢BdOSje ¢ BOL
ftsfmdzj Hise Olsj dz detsfls! H AWS) [ o dzD C 6 d34f dzelztie™ H dz¥ B SR L H'e iz & t
StPSddzd dzj MStsdz S5 of Hydzj dgdg' 7 Mjteo jtetsSe) BN OW fn

O B d&zO Y dats dAWSHEH] ks &dsH d B

—

1) uBLHOI! Mmdgjfhtsls HdMCO ) HOdzdz" 5 toddztsy j dedw ¢
2) utLHOI! dqL Mdz] fottls®™ BsazX jisd §i0dzd Is! HOdedz j
3) 10fkmisdls! odtlkOd dizs &OMNddz f, AMI , O&OdESEd:
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tcOls! HdzY o9dtlslzOdz dzats?2 RO ddzr Of f OtcOlsdzlzs ¢t

B2 dOctkzLCd. 1 MOBsdB { totsMists@sls M d@ dg@dzts ¢ d 1 ¢

Odz! dzts?2 daetsHj .

Odzso dIs+ dztseo kz¥ dztsH Iz.

dz*fuqlsJ tsls dzj 4 HIME.

sts BIsCdzt Yyj dedetse s HdMEO §SHECdzs ydils! ML H O dac

Misdls! detseolzt datsHEz.

Wi Qlst ftoed dzgj sBrtsH BI3sMis-OH G ipseo 52 datsH j 1 dz

stzsg k- gz 2 d M sdzr L E2ZjIsMw csync2, I ftotsf

HAZO fPsjjic © H s d3d dedzsy dodsw deseo ts2 desH' . 1 Of k2

gdd&3r i MmMitedmr :-slame mcached, mysql

SR dzHlzjlsmw o dddydOoddL Oydtsddzij {BdBdf ST

dasdgzj P, RA2OyJd Htod JJ4 BMsOdse j/ L OfEME]

| fn otolzydzlz® .

jfJter M detseots? desHts?2 Md dzm tots dzd -Sdde@fg dsjfnwy © .C tspdals |

HJd®s HtsBOOdIls! © BOZOdMdttseh d¢ dOctolkzL €d.

d detse OW dztsH O d MY ssldxe, menjcéchpd-M§ ©8-d4p 8 G IsH  Bts
tdtese Ols! MmjtwadMmr o OH BIUAffipcjOSQ o ditsOF Bzl

Is tedsc2@ figfls Jl tg "B

—— 99 QO T —

“FO0QUTI20

BO-F QoL NG g w
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49. 1 i1t OMmdshls:

I mewiLd f LYdDMylstes bijfesdz L 2] MpEsdipy s § dpj dals to O dzd
CihqieseOddj, MdditesddL OydYy) df0 LcOYHATYCiO jdsthvd, dz, ¢ QALO
smtse j dzdzsmisd tsB MY J yj ded v d da¥ s tc dfCp@fielsigdats®. B j L 5 O M

I OOz dtetso Odzdj dzOctlzL S OO ON dls©® &l DDOS

{iCtdj dHlzj s telsfdofdEsc i siflsizf © 80 1§ stls B OdzOdzi g
SCOdzd ydo Hosdgilsbdid X ht t p 1 56 lsOAEO HO) @z ( WisE ) 2@ H By
GsHT, MiftewkOdde j] LO BOXOGMdEsoh qCsd, ls §jtjcisl
foso jHiddd tej & dzOWOAB O dfdlaf)) o da) BB @ fipisiad i didzts

LU iClsdoDROHBI OC .

s &OMisjtedL 5o Odgdz” 2 S 4 h

| iCBRicH@&E" s! I f e dfjudaspis’ HsdbBed OLERE) (t s
Heflskzy ¢ dzd-edz@mkzs®BOD j fH desm Y deicg 6 G daffR S0 Ols '
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{ Mdzd Hdzvw Mddzrtetsdzed L Oydd ¢ tsded) dels@ ndcfipt, s ddz LB ~ldsfmvd digd
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lted B3j te ROMstes2Sd W O2,jto sdzO

[ dzv  dzs e dzOfjlsj tc O:

22 (tcp;ssh)-sIsCter Is Hdzv f sHMilsd OHBddzd MistcOIststc O
80 (tcp; http) -sIsC tor Is  H dgY HFECHNIS J tc O

443 (tcp; https) -sIs S o' Is  H dzv  §StECHSSidic & | B

3306 (tcp; mysqgl) -tslsC e Is H dzw  #CtECHnjlslside @ | B

11211 (tcp; memcached) -sils € ter Is H dzv  §CtECHNjldsidc @ j B

30865 (tcp; csync2) -tslsC o' Is H dzw  fCtsirChinilSlsidic @ j B
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http://www.sans.org/reading_room/whitepapers/firewalls/leveraging-load-balancer-fight-ddos_33408
http://www.sans.org/reading_room/whitepapers/firewalls/leveraging-load-balancer-fight-ddos_33408
http://en.wikipedia.org/wiki/Memcached#Security
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80 (tcp; http) -slsCter Is Hd&zw o Mmj n
443 (tcp; https) -slsC ter Is Hdzv o fj n
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